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• Cyb�r attacks targ�t not only IT
syst�ms, but also Industrial Control
Syst�ms. Th�s� ar� a s�t of physical
and digital �l�m�nts that int�ract to
�nsur� th� �x�cution of an obj�ctiv�
in an industrial �nvironm�nt.

Compar�d to IT syst�ms, ICS attacks ar� hard�r to d�t�ct
du� to:
• Limit�d r�sourc�s, r�stricting additional proc�ss�s
• Compon�nt and t�chnology div�rsity
• Risk of disrupting syst�m op�rations.
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Probl�m Stat�m�nt
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• Why is this probl�m important to d�al with ?
- N�w attacks �m�rg�
- IT syst�ms ar� diff�r�nt from ICS syst�ms
- D�t�ction during th� attack to mitigat� cons�qu�nc�s

XAI IDS ICSinforfor

Establish a syst�m to d�t�ct any abnormal b�havior in industrial
control proc�ss�s using �xplainabl� artificial int�llig�nc� t�chniqu�s.



R�lat�d Work
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❑ Intrusion Detection for ICS, Oualid Koucham, Thesis 2018
❑ Explaining Anomalies Detected by Autoencoders using SHAP, Liat Antwarg et al., 2019

❑ Explainable AI for Process-Aware Attack Detection in ICS, Léa Kenmogne and S. Mocanu, Secsoft
2024
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Ind�x P1 P2 T1vid VP1 VP2 M1 VT1
1 1 0 0 0 1 0 0
2 1 0 0 0 1 0 0
3 1 0 0 1 1 0 0
4 1 0 0 1 1 0 0
5 1 0 0 1 1 0 0
6 1 0 0 1 1 0 0
7 1 1 0 1 0 1 0
8 1 1 0 1 0 1 0
9 1 1 0 1 0 1 0
10 1 1 0 0 0 1 0

Som� Exampl�s of Anomali�s in
Activity 1

• Op�ning VP1 wh�n P1 is r�ach�d

• Start M1 wh�n VP1 is op�n
• Start M1 wh�n T1 is �mpty

Som� Exampl�s of Anomali�s in
Activity 1

• Op�ning VP1 wh�n P1 is r�ach�d

• Start M1 wh�n VP1 is op�n
• Start M1 wh�n T1 is �mpty

Som� Exampl�s of Anomali�s in
Activity 1

• Op�ning VP1 wh�n P1 is r�ach�d

• Start M1 wh�n VP1 is op�n
• Start M1 wh�n T1 is �mpty

• First us�-cas� : ov�rvi�w of th� proc�ss from
th� n�twork point of vi�w with th� s�qu�nc�
of r�qu�sts.

• S�cond us�-cas� : study of anoth�r proc�ss at
th� physical l�v�l with th� stat� of th� s�nsors
and actuators

G�n�rat�d datas�t containing
a s�qu�nc� of Writ�, R�ad
and Answ�r

cf. Explainable AI for Process-Aware Attack
Detection in ICS, Léa Kenmogne and S. Mocanu,
Secsoft 2024



Contribution (Physical L�v�l D�t�ction)
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Ind�x P1 P2 T1vid VP1 VP2 M1 VT1
1 1 0 0 0 1 0 0
2 1 0 0 0 1 0 0
3 1 0 0 1 1 0 0
4 1 0 0 1 1 0 0
5 1 0 0 1 1 0 0
6 1 0 0 1 1 0 0
7 1 1 0 1 0 1 0
8 1 1 0 1 0 1 0
9 1 1 0 1 0 1 0
10 1 1 0 0 0 1 0

Som� Exampl�s of Anomali�s in
Activity 1

• Op�ning VP1 wh�n P1 is r�ach�d

• Start M1 wh�n VP1 is op�n
• Start M1 wh�n T1 is �mpty

Som� Exampl�s of Anomali�s in
Activity 1

• Op�ning VP1 wh�n P1 is r�ach�d

• Start M1 wh�n VP1 is op�n
• Start M1 wh�n T1 is �mpty

Som� Exampl�s of Anomali�s in
Activity 1

• Op�ning VP1 wh�n P1 is r�ach�d

• Start M1 wh�n VP1 is op�n
• Start M1 wh�n T1 is �mpty

Activity 1 & 2 ar� s�qu�ntial
Activity 1 and activity 2 can run simultan�ously.
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Ind�x P1 P2 T1vid VP1 VP2 M1 VT1
1 1 0 0 0 1 0 0
2 1 0 0 0 1 0 0
3 1 0 0 1 1 0 0
4 1 0 0 1 1 0 0
5 1 0 0 1 1 0 0
6 1 0 0 1 1 0 0
7 1 1 0 1 0 1 0
8 1 1 0 1 0 1 0
9 1 1 0 1 0 1 0
10 1 1 0 0 0 1 0

Som� Exampl�s of Anomali�s in
Activity 1

• Op�ning VP1 wh�n P1 is r�ach�d

• Start M1 wh�n VP1 is op�n
• Start M1 wh�n T1 is �mpty

Som� Exampl�s of Anomali�s in
Activity 1

• Op�ning VP1 wh�n P1 is r�ach�d

• Start M1 wh�n VP1 is op�n
• Start M1 wh�n T1 is �mpty

Som� Exampl�s of Anomali�s in
Activity 1

• Op�ning VP1 wh�n P1 is r�ach�d

• Start M1 wh�n VP1 is op�n
• Start M1 wh�n T1 is �mpty

Som� Exampl�s of Attacks in Activity 1

• Op�ning VP1 wh�n P1 is r�ach�d
• Start M1 wh�n VP2 is op�n
• Start M1 wh�n T1 is �mpty



Training Mod�l
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Critical Task:

Define the
threshold

 Sinc� our aim is to d�t�ct anomali�s, w�
train our mod�l on only normal data, as
w� can �asily translat� th� normal
b�havior of our syst�m. Ov�r tim�, th� mod�l l�arns to r�cogniz�
what is normal and will th�r�for� b� abl�
to id�ntify any abnormal instanc�s.



Evaluation & Explanation (SHAP)
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TP
38

FP
2

FN
0

TN
743

D�t�ction R�sults of Activity 1

SHAP is a mod�l-agnostic m�thod bas�d on
Shapl�y valu�s, which ar� in turn bas�d on
gam� th�ory and r�pr�s�nt th� marginal
contribution of �ach f�atur� to mod�l
pr�diction.

Situations that th� mod�l
did not �ncount�r during
th� training phas�



Evaluation & Explanation (SHAP)

11

Patt�rns D�t�ct�d

❑ Op�ning VP1 wh�n P1 is r�ach�d❑ Op�n VP1 and VP2 simultan�ously (Index
3-6)❑ Start M1 wh�n VP1 is op�n (Index 7-9)

Classical approach d�t�cts only on� patt�rn

A1 : Op�ning VP1 wh�n P1 is r�ach�d
R�construction �rror
P1_c 7.614591�-01
P2_c 3.280796�-07
T1vid_c 6.387896�-05
VP1_c 9.940301�-01
VP2_c 5.767160�-01
M1_c 2.278845�-08
VT1_c 3.555541�-08



Evaluation & Explanation (SHAP)
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Patt�rns D�t�ct�d

❑ Op�ning VT1 wh�n M1 runs❑ Start M1 wh�n P2 is not r�ach�d (Index 3-11)❑ VT1 op�n wh�n P2 is not r�ach�d (Index 3-11)❑ VT1 op�n wh�n P1 is not r�ach�d (Index 5-11)❑ M1 runs whil� T1 is �mpty (Index 7-11)❑ M1 runs whil� P1 is not r�ach�d (Index 5-11)

Classical approach d�t�cts only on� patt�rn

A2 : Op�ning VT1 wh�n M1 runs
R�construction �rror (Ind�x 3-4)
P1_c 2.803364�-07
P2_c 9.950556�-01
T1vid_c 1.543195�-06
VP1_c 4.913005�-06
VP2_c 2.005216�-04
M1_c 9.008750�-05
VT1_c 9.347368�-01

In-
d�x

P1 P2 T1
vid

VP1 VP2 M1 VT1

1 1 1 0 0 0 1 0

2 1 1 0 0 0 1 1

3 1 0 0 0 0 1 1

4 1 0 0 0 0 1 1

5 0 0 0 0 0 1 1

6 0 0 0 0 0 1 1

7 0 0 1 0 0 1 1

8 0 0 1 0 0 1 1

9 0 0 1 0 0 1 1

10 0 0 1 0 0 1 1

11 0 0 1 0 0 1 1

12 0 0 1 0 0 1 0

R�construction �rror (Ind�x 5-6)
P1_c 0.997598
P2_c 0.989698
T1vid_c 0.000003
VP1_c 0.000009
VP2_c 0.000167
M1_c 0.000384
VT1_c 0.955338

R�construction �rror (Ind�x 7-11)
P1_c 0.596052
P2_c 0.007943
T1vid_c 0.298690
VP1_c 0.000042
VP2_c 0.000030
M1_c 0.997505
VT1_c 0.730999



Conclusion & Futur� Work
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 Us� oth�r �xplainability m�thods lik� LIME to �xplain r�sults

 Compar� r�sults with SHAP and d�t�ct n�w patt�rns

 Work on mor� consist�nt datas�ts from industrial syst�ms (�.g. Singapor� datas�ts)
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