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Abstract. Industrial Control Systems (ICS) automate processes across crit-
ical sectors like manufacturing, transport, and energy. The integration of
Information Technology (IT) into historically isolated Operational Technology
(OT) systems enhances efficiency but introduces vulnerabilities, particularly
to cyberattacks such as those perpetrated by Advanced Persistent Threats.
Intrusion detection systems, whether network-based (NIDS) or host-based
(HIDS), are pivotal in safeguarding ICS, yet HIDS development faces chal-
lenges due to the closed-source nature of OT devices. To address these
limitations, we present HENDRICS, an open-source testbed simulating a
hydroelectric plant process. This platform embeds an open Programmable
Logic Controller and an open Industrial IoT gateway in a Hardware-in-the-
Loop (HitL) setup, enabling the research in the fields of intrusion detection,
response, and recovery mechanisms, alongside being a realistic and affordable
teaching platform. HENDRICS also provides 14 publicly available and doc-
umented attacks covering all Tactics and more than 67% of the Techniques
from the MITRE ATT&CK for ICS matrix for the considered assets, encour-
aging reproducibility for advancing research and education. A comparative
evaluation and future improvements are discussed.

Keywords: Industrial Control Systems (ICS), Testbed, Intrusion Detection
Systems (IDS), MITRE ATT&CK
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1 Introduction

Industrial Control Systems (ICS) are a set of components that enable an industrial
process to be automated reliably and safely thanks to Operational Technologies (OT).
ICSs are involved in a wide range of sectors, including chemical and manufacturing in-
dustries, transport and energy. The reference architecture often used for such systems
follows the Purdue model [60], which proposes a hierarchical organization of these
components. Sensors and actuators form the lowest level, as they directly operate the
process. The second level contains Programmable Logic Controllers (PLCs), which
control actuators on the basis of sensors values. The third level deals with process
supervision, comprising interfaces for human operators. Higher levels are dedicated
to task planning and overall site management.

More and more elements of Information Technology (IT) are being incorporated
into ICSs to optimize plant performances. This enables more advanced analysis of
field data, cross-referencing with other data sources, and incorporating data from the
management system, e.g. production setpoints, into the decisions made by the ICS
for greater efficiency. However, it brings together OT, historically isolated from the
Internet and designed to remain in place for several decades, with IT, which faces
other issues such as rapid evolution of technologies and vulnerability to cyberattacks.
As a result, ICS, including those governing critical infrastructures, are increasingly
vulnerable to cyberattacks perpetrated in particular by Advanced Persistent Threats
(APTs) [46]. Intrusion detection, response and recovery mechanisms must therefore
be studied to strengthen ICS resilience, since a compromised industrial infrastructure
can lead to material, financial, ecological and human losses [21].

Most intrusion detection research currently relies on network traffic analysis to
identify the presence of an intruder in a system [36]. These are known as Network-
based Intrusion Detection Systems (NIDS). Besides, few studies focus on behavioral
analysis of some devices in order to detect deviations from their normal behavior,
or recognize known attack patterns, and thus be able to raise an alert if there
are signs of intrusion [36]. Such systems are called Host-based Intrusion Detection
Systems (HIDS). The main problem encountered in studying HIDS for industrial
systems is that OT systems are usually closed-source. It means that we can very
hardly instrument field devices like PLCs, Remote Terminal Units (RTUs) or data
gateways in order to correctly identify their normal or compromised behavior from
internal signals. The same constraint applies to attack response, system recovery, and
other defense-in-depth mechanisms for these devices: it can be very difficult, if not
impossible, to study such techniques without an appropriate platform.

To tackle this issue, we introduce our main contribution that is an affordable, easy-
to-deploy, and publicly available testbed named HENDRICS, on which a PLC and
an Industrial Internet of Things (I-IoT) gateway are integrated in a Hardware-in-the-
Loop (HitL) environment simulating a hydroelectric plant industrial process, and can
be fully instrumented to study defense-in-depth mechanisms. The proposed platform
is described in Section 2} We then define a threat model in Section [3] and present our
second main contribution, which is a set of 14 implemented or adapted attacks
to be executed on this platform, publicly available for the sake of reproducibility,
and covering a large number of Tactics and Techniques of the MITRE ATT&CK
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for ICS Matrix [I3]. We compare our testbed against existing platforms in Section
according to various qualitative and quantitative criteria.Moreover, an analysis of the
relevance of this platform for research and training purposes is made in Section [5}
Finally, we summarize our contributions and discuss future enhancements in Section [6}

2 Proposed Testbed

HENDRICS focuses on representing the first three levels of the Purdue model [60].
An overview of our platform architecture is shown in Figure [T}
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Fig. 1. High-level overview of the HENDRICS testbed

Sensors and actuators driving the hydroelectric power plant process are simulated
on a computer. Also, two industrial devices abstractions, a PLC and an I-IoT gateway,
can be both executed on a physical evaluation board to reproduce as faithfully as
possible the internal functions of real industrial devices, in a Hardware-in-the-Loop
manner. The PLC provides the logical control mechanisms that regulate the simulated
industrial process, while the I-IoT gateway is responsible for feeding back information
from the simple sensors of an add-on board to an I-IoT server. Finally, information
related to the operational status of the industrial process and sensors are displayed
in near-real time on web-based Human-Machine Interfaces (HMIs) which serve as
Supervisory Control And Data Acquisition (SCADA) and I-IoT supervisors.

2.1 Hardware Overview

From a hardware perspective, the platform consists of at least one evaluation board,
which is referenced as STMicroelectronics STM32MP157F-DK2  [8] and is based
on STM32MP1 microprocessors, acting as an I-IoT gateway and/or a PLC. We
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chose to use an STM32MP1 featuring a dual-core Cortex-A7 processor to closely
match the technical characteristics of off-the-shelf industrial embedded systems. A
Raspberry Pi Sense HAT board, connected to the device via an I2C bus, provides
environmental sensors and an LED matrix. Real-time data from sensors is sent by
the I-IoT gateway to the I-IoT server and the temperature is displayed on the LED
matrix. The simulated industrial process and the SCADA /I-IoT servers can both run
on the same computer. STM32MP1 evaluation boards with their Sense HAT and the
computer are connected via Ethernet to a single network managed by a switch. The
total cost of the setup, based on average online prices rounded up to the nearest ten,
is approximately 200 USD, assuming the user already has a computer for simulation
and supervision. As such, HENDRICS is an affordable testbed comprising one or
more physical industrial devices with a minimal number of hardware components.

2.2 Common Software Features

The STM32MP1 boards run a Linux 6.1 Super-Long-Term-Support (SLTS) kernel,
maintained by the Civil Infrastructure Platform (CIP) project until 2033, ensuring
alignment with current and future industrial embedded systems [32]. The kernel is
PREEMPT-RT patched to provide soft real-time capabilities, enabling realistic device
behavior. A lightweight Linux image is built using Buildroot, including BusyBox, a
DropBear SSH server, and the necessary programs to operate as an I-IoT gateway
or PLC, as further detailed in Sections [2.3] and 2.4}

2.3 I-IoT Gateway

The aim of this abstraction is to approximate the behavior of an Industrial IoT
gateway, the role of which is to collect a set of environmental values from sensors,
and send it to an I-IoT server for historization and monitoring. The I-IoT gateway
and its environment is illustrated in Figure
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Fig. 2. [-1oT gateway and its environment
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I-Tot Gateway Internal Operation. As mentioned in Section HENDRICS
relies on an STM32MP1 with a Sense HAT add-on board to act as an I-IoT gateway.
The sensors on the add-on board (temperature, atmospheric pressure and humidity)
are polled periodically via the I2C bus, and their data is sent to Redis database. Redis
functions as a publish-subscribe broker by acting as a publisher that immediately
redistributes received data to its three subscribers:

— A webserver, written in Python using the Flask micro-framework, to which a
technician can connect from a web browser to consult the measured sensor values
as they become available, through WebSockets.

— A program that displays the temperature on the LED matrix of the Sense HAT
according to measured values.

— A program that publishes this data to the MQTT broker of the I-IoT server for
information gathering, also with a publish-and-subscribe logic.

I-IoT Server-side Information Gathering. Sensors data sent by the gateway
to the server can be visualized as a function of time. Some tools are used to process
and display such data:

— An MQTT broker, centralizing data published by the I-IoT gateway in the form of
topics and sending it to subscribers of these channels. It enables communications
through MQTT from the gateway to the server.

— Node-RED, subscribing to MQTT topics related to the Sense HAT sensor values
and formatting it as database entries.

— InfluxDB, as a database storing data with its associated timestamps.

— Grafana, a tool constantly querying InfluxDB to display data as a web-based
dashboard. A technician can then consult this interface using a web browser and
view values of sensors on the Sense HAT evolving over time.

FEach tool is encapsulated in a Docker image, i.e. an image of each application and
its dependencies, so that they can run independently and isolated from each other at
runtime on a separate Docker network. This facilitates the deployment and the repro-
ducibility of the presented configuration, thanks to its construction and ease of use.

2.4 Programmable Logic Controller

This section describes components of HENDRICS reproducing the behavior of a
Programmable Logic Controller (PLC). The PLC gathers data from simulated sensors
to control simulated actuators, and sends the plant’s state to the SCADA server for
operator monitoring. Figure [3] illustrates the PLC and its environment.

Hydroelectric Plant Industrial Process. Unlike Sense HAT sensors, the indus-
trial process in HENDRICS is entirely virtual, running on the same machine as the
[-IoT and SCADA servers. The proposed physical process involves a continuously
filling dam with two outputs: a safety valve (level-dependent) and a penstock with
multiple valves channeling water to a turbine for electricity generation. Two pumps
supply oil and water to cool the valves. The simulator, implemented in Python using
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Fig. 3. PLC and its environment

the simpy [63] module, provides a process-based discrete-event simulation framework.
Physical devices are modeled as independent and concurrently activated at regular
intervals to compute outputs from inputs. This design allows software component
reuse and allows interfacing with IT systems and industrial devices via standardized
protocols. It is important to note that the industrial process simulator is interchange-
able, the only prerequisites in current HENDRICS implementation being the ability
to communicate with the simulated sensors and actuators via Modbus TCP, and
knowledge of the PLC logic required for correct operation. As a result, we were able
to use HENDRICS with the simplified version of the Tennessee-Eastman process
simulator proposed by [30], known as GRFICS.

PLC Internal Operation. HENDRICS uses an STM32MP1 board to execute realis-
tic PLC logic in Structured Text (ST), an IEC 61131-3 standard [48]. This program de-
fines control rules for outputs (actuators) based on inputs (sensors). The PLC retrieves
sensor data from the simulated plant, interprets the compiled ST program, updates
outputs, sends I/O states to the SCADA server, and receives operator commands (e.g.,
electricity production setpoint). These functions are handled by the OpenPLCv3 [15]
runtime, which provides a compiler, execution engine, and a slave device configuration
interface. Communication uses Modbus over TCP/IP. OpenPLC is a well-established
choice in scientific literature for PLC logic interpretation [T430/52)35], ensuring HEN-
DRICS’s relevance for realistic PLC behavior and ease of use. The evaluation board
communicates with the hydroelectric plant simulator via Modbus TCP (sensors and ac-
tuators as servers) and with the SCADA server via another Modbus TCP connection.

SCADA Server. A Supervisory Control And Data Acquisition (SCADA)
system visualizes industrial process states and controls technical installations. HEN-
DRICS employs FUXA [4], an open-source tool, for web-based HMI monitoring.
FUXA integrates a Modbus TCP client that queries the OpenPLC server for variables,
animating the HMI accordingly.
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3 Proposed ICS Attacks

In this section, we introduce a threat model and describe 14 distinct attacks that reflect
real-world adversarial Tactics and Techniques from MITRE ATT&CK for ICS. The
use of HENDRICS enables these attacks to be performed in a safe and representative
way, bridging the gap between theoretical threat modeling and practical evaluation.

3.1 Threat Model

The core component of this testbed is a Linux-based embedded device comprising
hardware (e.g. CPU, RAM, I/0), firmware, software applications, and networking
capabilities which introduces potential attack vectors. To assess these threats, we ana-
lyze how individual components may be exploited by adversaries targeting embedded
industrial systems such as PLC and industrial gateways. The threat landscape consid-
ered focuses primarily on software and network-level vulnerabilities that are commonly
exploited in real-world industrial environments. Hardware-level threats, including side-
channel attacks and fault injections, are excluded due to the assumption that the device
is deployed in a controlled-access facility, where physical access requires authentication.
The most prevalent scenario involves an external adversary with access to the
same network as the target device, often achieved through compromised IT systems,
or misconfigured perimeter defenses that have allowed it to pivot within the internal
network. In such cases, attackers can exploit unsecure-by-design industrial protocols
like Modbus TCP which lack encryption and authentication, thereby exposing the
system to data injection, replay, eavesdropping, or adversary-in-the-middle (AiTM)
attacks. Accessible web dashboards or applications such as OpenPLC, Redis, and SSH,
often configured with weak credentials, further increase the attack surface. These weak-
nesses can be leveraged for brute force or dictionary attacks on credentials, potentially
allowing full control over the device or manipulation of critical process variables.

3.2 Developed Attacks

A set of 14 attacks targeting various elements of our PLC and I-IoT gateway was devel-
oped or adapted for the testbed. A brief description of each attack is provided below.

SSH dictionary attack. The attacker is able to obtain valid SSH credentials for
the device, PLC or I-IoT gateway, by attempting common password combinations
against a known username.

SSH AiTM. The attacker intercepts SSH communication between a technician
and the device, PLC or I-IoT gateway. It begins with a reconnaissance step using
Nmap [6]. Once the target is identified, Ettercap [3] spoofs ARP messages to redirect
the connection to the attacker’s machine. By initiating two SSH sessions and exchang-
ing public keys with both technician and device, the attacker positions himself in the
middle, enabling decryption of communications.
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Valid SSH access gain via Redis. The attacker uses Hydra [59] to perform a
dictionary attack on the Redis server to crack the password of a known user. Once
authenticated, an RSA key pair is generated and the public key added to the server’s
authorized keys, granting the attacker SSH access to the I-IoT gateway.

BusyBoz deletion via Redis. Hydra [59)] is used against the Redis service to find
the password of a known user. Once authenticated, a misconfiguration is exploited
to change the server’s working directory to /bin; the database dump will be placed
in this directory. The dump is then renamed busybox, thus when the Redis service
backs up its database, the BusyBox binary is overwritten, disabling all its commands
and preventing the I-IoT gateway from functioning properly.

Redis DoS via Lua (CVE-2024-31228). Hydra |[59] is used against the Redis
service to find the password of a known Redis user. Once authenticated, a Lua script
is executed on the Lua interpreter of the Redis client and performs a lot of operations
on strings, which makes the program exceed its memory boundaries. The Redis
process is then killed by the operating system.

Redis Lua injection via embedded webpage. The attacker exploits the I-IoT
gateway’s embedded web page, which technicians use to retrieve sensor values by
entering a sensor name. The input is not sanitized, and the page generates a script
executed on the Redis service. This vulnerability enables injection of queries into the
internal Redis API, allowing manipulation of the Redis database.

Modbus AiTM. Since Modbus lacks encryption and authentication, an attacker
on the same network can intercept, alter, and replay packets between OpenPLC
and the SCADA, as well as between OpenPLC and the field I/O of the simulated
hydroelectric plant. This causes false industrial process state values to be fed back
to the SCADA system, misleading the technician about its real state, while it is
impaired and causes, in our current implementation, the simulated dam to overflow.

OpenPLC Remote Code Execution (CVE-2021-31630). The attacker exploits
the default OpenPLC credentials to log in. Once authenticated, the endpoint for
uploading OpenPLC hardware driver is abused to load a reverse shell payload, which
is interpreted and executed, granting the attacker access as the openplc user and
stopping the PLC logic controlling the plant process.

Data exfiltration via ICMP. Hydra [59] is used against the Redis service to find
the password of a known user. Once authenticated, the attacker uses a rogue Redis
server that connect to the legitimate one on the I-IoT gateway and reconfigure it as
its slave. The rogue server then sets the working directory of the legitimate server
in a directory containing a periodically executed script, which will be overwritten at
the first synchronization by a script that exfiltrates the /etc/shadow file via ICMP
packets to the attacker’s machine.
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Data exfiltration via DNS. The attacker exploits default OpenPLC credentials to
log in. Once logged in, the PLC program upload endpoint is abused to upload a Bash
script that communicates with a previously configured fake DNS server [2], enabling
exfiltration of the running PLC program. The attacker then uses the hardware driver
upload endpoint to modify the driver so that it invokes the uploaded script without
disrupting the PLC logic regulating the plant process.

Buffer overflow for privilege escalation. A vulnerable binary on the device,
whose owner is root and which has the SUID bit, is exploited by making a buffer
overflow and loading reverse shell shellcode to obtain a superuser shell.

PATH exploitation for privilege escalation. An existing binary which has the
SUID bit calls another binary from the PATH environment variable. By hijacking the
binary called and replacing it through the PATH variable by one that opens a shell,
an attacker is able to get a shell with superuser privileges.

Boopkit [1l]. Boopkit is an eBPF rootkit acting as a backdoor, spawning a reverse
shell triggered by TCP ACK-RST packets. Communication is hidden from user space
at kernel level, but installation requires root privileges.

Mirai [5]. The goal of Mirai is to infect embedded systems via a dictionary attack
on well-know Telnet credentials and spread across networks to create a botnet used for
launching Distributed Denial of Service (DDoS) attacks. It has three components: a
Loader, controlled by the attacker, which connects to vulnerable devices and uploads
the bot malware; a Command and Control (CNC) server, which tracks the bots and
sends attack orders; and the bots, which scan their network to find other vulnerable
devices and execute CNC-directed attacks.

3.3 Coverage of the MITRE ATT&CK for ICS Matrix

The MITRE ATT&CK for ICS Matrix [I3] is a knowledge database built on the
basis of reports of actual cyberattacks on industrial infrastructures. Positioned from
the adversaries perspective, this matrix enables the various stages in the life cycle of
a cyberattack to be retraced, from initial access to its concrete impact on the system.
Attacks presented in this paper have been implemented in accordance with the Tactics,
Techniques and Procedures (TTPs) of this matrix. This approach has been adopted
to ensure that a wide range of Techniques is exploited and to provide a comprehensive
representation of the mechanisms that can be used by an attacker to compromise
PLCs and I-IoT gateways. Table [1| matches each of the 14 developed attacks with
the Techniques used in its operation and the Techniques corresponding to its impact
on our hydroelectric plant scenario. A quantitative measure of the diversity of the
developed attacks can be computed, based on the number of Techniques implemented
in our attack set out of the number of Techniques that can be implemented against
the PLC (A0003) and Data Gateway (A0009) Assets, which fit our abstractions.
Since the Assets proposed by MITRE ATT&CK do not define any Technique in
the Impact Tactic, we do not consider this column for our evaluation. Consequently,
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Table 1. Attacks implemented on HENDRICS with corresponding Techniques from MITRE
ATT&CK for ICS v17 matrix

Attacks Used Techniques from MITRE ATT&CK Impacts from MITRE ATT&CK

SSH dictionary attack

T0859, T0886

SSH AiTM

T0830, T0842, T0846, T0848, T0859, TO886

Valid SSH access gain via
Redis

T0807, T0859, T0O886

BusyBox deletion via Redis

T0807, T0809, T0814, T0881, T0886

Redis DoS via Lua (CVE-
2024-31228)

T0804, T0807, T0814, T0853, T0859, T0866, T0881, T0886

T0815

Redis Lua injection from
embedded webpage

T0823, T0853, T0866

T0832

Modbus ATM T0801, T0803, T0804, T0806, T0830, T0836, T0842, T0813, TO0815, T0828, TO0831,
) T0848, T0855, T0856, T0878 T0832
OpenPLC RCE (CVE-2021- T0812, T0814, T0843, T0853, T0858, T0866, T0871,
31630) TO0886, T0889 T0813, T0815, T0826, TO879
Data exfiltration via ICMP T0845, T0848, T0853, T0859
. . T0809, T0812, T0843, T0845, T0853, T0858, T0869,
Data exfiltration via DNS TOS71, TO872, T0885, T08S6, T0889 T0882
Buff(‘r.ovcrﬂow for privilege T0807, T0853, T0890
escalation
PATH explloltatlon for privi- T0807, 0853, T0890
lege escalation
Boopkit T0807, T0834, T0851, T0874
T0807, T0809, T0812, T0840, T0843, T0846, T0859,

Mirai

T0813, T0815

T0869, T0872, T0881, T0885, T0886, T0888

Underlined Techniques are those that only appear in the given attack. It can be seen that even if an
attack does not cover more of the Techniques, it proposes a variant in the implementation of already used
ones. This allows each of them to add value to the diversity of the set of attacks provided with the testbed.

Figure E| shows that 43 Techniques are used out of 64 usable ones, representing 67.2%
coverage. In addition to Table [1} this figure shows all TTPs used in the proposed
attacks, highlighting their uniqueness. It also shows the Techniques that were not
used and that could be the subject of future work.

3.4 Attack Scenarios based on Developed Attacks

From the individual attacks presented in Sections and more comprehen-
sive attack scenarios can be constructed. Combining attacks increases the number
of possible attacker behaviors, which is essential for assessing intrusion detection
accuracy, response precision and recovery completeness. An example may be the
deployment of the boopkit rootkit to provide a hidden backdoor that maintains access
to a device. However, deploying such a program requires superuser privileges, which
can be obtained by exploiting a buffer overflow for privilege escalation. Nevertheless, it
requires access to the target, which can be obtained by exploiting a misconfiguration
of the Redis server that leads to valid SSH access gain via Redis.
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Fig. 4. MITRE ATT&CK for ICS v17 Matrix coverage

4 Related work

In accordance with the qualitative criteria defined in the literature [20] and with
our research challenges, we formulated four main requirements for comparison with
related works. Table [2] analyzes existing state-of-the-art testbeds according to these
requirements.

Fidelity. This criteria describes the ability of the testbed to replicate accurately
real-world systems. Most existing research emphasizes network-level fidelity to analyze
cyberattacks. In contrast, our focus is on embedded devices such as PLCs and I-IoT
gateways, which are crucial for enhancing industrial systems resilience. To compare
fidelity, we then consider OT components as outlined by the Purdue model [60]:

— Level 0 — Physical Process, Field Devices: (R)eal physical processes offer
the highest fidelity, while simulated (S) processes simplify management and
reduce risk, at the cost of realism.

— Level 1 — Process Control, PLC: Using commercial PLCs (e.g., Schneider
Electric, Siemens, ABB) ensures high fidelity but limits access to internal signals
required for intrusion detection, attack response and device recovery. Virtual
devices, although more accessible, have poor real-time responsiveness [14]. A
satisfactory compromise could be the use of embedded boards running a Linux
distribution and interpreting PLC logic. Hence PLCs can be categorized as:
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SWS-S: virtual devices with scripts that simulate PLCs behavior.

SW-E: virtual devices with software that executes real PLC logic.

HW-E: hardware devices with software that executes real PLC logic.

e HW-R: commercial PLCs.

— I-IoT features: Industry 4.0 devices increasingly support IoT protocols such
as MQTT or ZigBee. We evaluate whether these features are available (v// X)
in each testbed.

— Level 2 — Process Supervision, SCADA: SCADA implementations are
classified as (C)ommercial, (O)pen-source (e.g., ScadaBR, FUXA [7M4]), or
(H)omemade HMIs.

Replicability. Although setups with real processes and commercial PLCs offer real-
ism, their high cost and lack of open-source availability limit their reproducibility for
future research. Conversely, many testbeds use simulated processes and software-based
PLCs, which are low-cost and often open-source. We assess replicability through
estimated cost (Low [$]: 0-500 USD, Medium [$$]: 501-5,000 USD, High [$$$]:
5,001-50,000 USD), and source availability (GPLv3, MIT, Apache2.0, Mixed, X). The
URL for accessing the sources is included in the references for each article featuring
open-source software.

Scalability. This criteria describes the way in which a testbed allows the integra-
tion of future enhancements, such as extending the number of devices or adding
communication protocols, without having to redesign the entire system.

Physical setups provide higher fidelity and enhance the credibility of research
outcomes [44], they are limited in scalability, a challenge that virtualized testbeds
can address. Then, scalability can be defined as follows:

— Low (+): the testbed utilizes exclusively commercial and physical devices.
— Medium (++): the testbed utilizes both virtual and physical components.
— High (4++4+): the testbed is entirely virtual.

Attack diversity. The coverage of the MITRE ATT&CK for ICS Matrix describes
the diversity of methods that can be used to compromise an ICS. To compute this
coverage for each considered testbed, we count the number of Techniques used by
attacks proposed by each work against the total number of Techniques available for
the relevant Assets, often taken from the PLC Asset.

As can be seen from Table 2] the coverage of MITRE ATT&CK for ICS Matrix
do not exceed 25% for literature testbeds, while ours reaches more than 67%. This
difference can be attributed to the fact that these testbeds are primarily designed
to validate normal system behavior and provide attack scenarios for proof-of-concept
purposes, and thus are rarely intended to generate datasets that requires a higher
degree of exhaustiveness in attack behaviors. Lopez-Morales et al. [43] recently
proposed the most comprehensive systematic survey on the security of PLCs. One
major drawback highlighted in this article is the limited availability of reproducible
research, with merely 16% of papers providing their research artifacts. They also
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Table 2. Comparative analysis of ICS testbeds

Fidelity Replicability

(=] L] N [} g MQJ

A A = 3 ;}8 gé
BY] 2015 S SW-s X H X $ 44+ 16.1% (9/56)
[[4] 2016 R+S HW-R X H X $$ 4+ 25% (14/56)
B4 206 R HW-R Xx C X $$$  + 12.5% (7/56)
0] 2018 S SW-E X H  GPLv3 $§ 44+ 0%
6] 2018 R HW-R X X X $$  + 16.1% (9/56)
[B7] 2019 R+S HW-R X C X $$ + 0%
b2 2019 R HW-E X O  Mixed $% +  232% (13/56)
4] 2019 R+S HW-R v X X $3  + 12.5% (8/64)
2] 2020 R HW-E v~ H MIT  § ++  20.3% (13/64)
@7 2021 S HW-R X C 88+ 0%
B3 2021 R HW-E x H $$ 4+ 12.5% (7/56)
9] 2021 S HW-R x C X $$8  +  19.6% (11/56)
27 2023 S SW-s X H MIT  § +++  19.6% (11/56)
28] 2023 R SW-E x H X $ 44+ 16.1% (9/56)
B5] 2024 S  SW-E X O Apache20 $§ +++  232% (13/56)
Owr 50905 S HW-E v O GPIv3 $ ++ 67.2% (43/64)

work

Level 0 - Physical process: (R)eal, (S)imulation.

Level 1 - PLC: SW-S: virtual device with common scripts; SW-E: virtual device with PLC software;
HW-E: embedded device with PLC software; HW-R.: commercial PLC.

I-IoT features: Available (V') or not (X).

Level 2 - SCADA: (C)ommercial SCADA software, (O)pen source software, or (H)omemade HMI.
Licence: Open-source licence of the source code; (X) if sources are not available.

Cost: Low [$]: 0-500 USD, Medium [$8$]: 501-5,000 USD, or High [$$$]: 5,001-50,000 USD.

Scalability: Low [+]: only physical components; Medium [+]: both virtual and physical components;
or High [4++4+]: only virtual components.

ATT&CK coverage: Number of Techniques from the MITRE ATT&CK for ICS Matrix for the Assets
available on each considered testbed, and the percentage coverage of the matrix. It is important to note that
these values are derived from our comprehension of attacks presented in each paper. This estimation only
takes into account attacks for which there is an explicit evidence that an implementation has been made.

demonstrates that a significant number of ATT&CK Tactics have not been explored in
state-of-the-art researches, such as Command and Control, Lateral Movement, Evasion
and Initial Access. By making the source code available, attacks easily reproducible,
and proposing the best coverage of Tactics (100%) and Techniques (67.2%) from the
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MITRE ATT&CK for ICS Matrix considering the PLC and Data Gateway Assets, our
testbed fills a clearly identified research gap. Hence, HENDRICS is the most complete
platform in the literature to be designed for the development of host-based intrusion
detection, attack responses and recovery mechanisms for industrial control systems.

5 Usages for ICS Resilience

HENDRICS can be useful for ICS hardening research, but it can also be used in
multiple contexts such as a cybersecurity assessment training and awareness platform,
offering valuable benefits due to its open-source and low-cost nature.

5.1 Research Topics

Intrusion Detection. The platform presented in this paper can be a valuable asset
for building and evaluating intrusion detection mechanisms in industrial environments.
Indeed, the role of Intrusion Detection Systems (IDS) is to monitor events that occur
on a computer or a network and analyze them for signs of malicious actions [39].
They usually require a training phase that would allow them to distinguish between
a normal behavior and an abnormal one, and an evaluation phase to validate the
efficiency of their detection. A set of data extracted from realistic behavior under
normal conditions and during attacks is therefore essential for IDS development, as
both the training and evaluation phases need data to properly assess the theoretical
performance of such detection methods close to real-world situations.

To the best of our knowledge, state-of-the-art host-based IDS are mostly trained
and evaluated on aging datasets such as UNM [31], DARPA9S [38] and ADFA-LD [22].
However, these datasets have issues that the proposed platform aims to tackle. First,
these datasets were collected on hosts whose kernel support was discontinued in
2003, 2005 and 2011 respectively [65/40]. The Linux kernel used in our platform
is an SLTS 6.1 kernel whose end-of-life is scheduled by the Linux Foundation for
December 2026 [41] and extended by the CIP project to 2033 [32]. We believe this
makes our platform an effective and up-to-date representation of recent industrial
systems. Secondly, these datasets have not been extracted from platforms representing
the operational part of industrial systems. Consequently, the behaviors recorded in
these datasets are not representative of the behaviors we may find in real industrial
systems. Moreover, the range of attacks in these datasets is rather limited and does
not cover the specific attacks possible on an ICS. Our work fills this gap by proposing
an instrumentable ICS testbed for such intrusion detection experiments as well as a
set of attacks whose diversity and closeness to real attackers techniques are measured
by the coverage of the MITRE ATT&CK for ICS Matrix. Thirdly, as our testbed
is physical and not virtual, it enables gathering realistic behavioral information from
the host under study, like hardware performance counters [25] and system calls [42],
which would make it possible to properly compare the performance of these different
intrusion detection methods on the same environment.

HENDRICS can thus be a suitable platform to generate benchmark datasets for
host-based intrusion detection on ICS, thanks to both its extensive normal and under
attack behaviors, and its up-to-date software.
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System Response and Recovery. The proposed testbed is a key step toward
enhancing ICS resilience by offering a dedicated platform to test and validate attack
response and recovery strategies, core functions of the NIST Cybersecurity Frame-
work [45]. Tt enables researchers and manufacturers to develop techniques that respond
or recover from attacks like those in Table [} such as checkpointing the state of the
system for subsequent rollback [I8], malware isolation [57J26], or hot patching [50].
HENDRICS allows safe, real-time testing of these techniques. Attack scenarios as illus-
trated in Section [3.4] offer a wide range of threats to assess the efficiency of a solution
orchestrating several recovery and response techniques against complex attacks. By
mapping our testbed attacks to MITRE ATT&CK, we provide a standardized method
to describe adversarial behaviors. This allows for the separation of response and
recovery steps from detection, enabling strategies tailored to ATT&CK-defined tech-
niques, while many existing solutions are tailored for their custom systems [T6TITT],
limiting their compatibility with ICS scenarios. Tools like Wazuh illustrate how inte-
grating TTPs from MITRE ATT&CK can facilitate standardized threat information
exchange [9]. This demonstrates the potential for designing response and recovery
processes independently of specific IDS solutions through the use of such frameworks.
The platform also offers strong coverage of the ICS ATT&CK Matrix (Table ,
supporting diverse response and recovery scenarios under realistic threat conditions.

5.2 Training Platform for Cybersecurity Assessment

Education. Cybersecurity courses are now an important part of computer science
curricula. In particular, ICS resilience is a major concern for government agencies
and giving such knowledge to students is seen as a valuable experience [2329/T724].
Teaching in this field is particularly challenging as ICSs are usually made of costly and
proprietary equipment, requiring to purchase licences every year. As a low-cost open-
source platform, HENDRICS is well-suited for educational purposes and can be used to
demonstrate cybersecurity incidents during lectures or as a lab session platform. Indeed,
HENDRICS platform could ease several educational exercises, such as: discovering
the structure of ICSs, manipulating ICS protocols (Modbus protocol dissection, frame
injection, etc.), understanding the impact of attacks on the physical process, learning to
detect cyberattacks with intrusion detection solutions such as NIDS, HIDS, and more.

Industry. In industry, cybersecurity awareness is a critical aspect in the prevention
of attacks against industrial facilities [54/T6/49]. HENDRICS can also be a particularly
useful platform for ICS equipment vendors and ICS facility owners. HENDRICS relies
on OpenPLC, a well-known open-source PLC implementation, allowing engineers
to train, develop and test detection tools and response strategies against live complex
attacks. Moreover, HENDRICS offers an environment comprising real-world industrial
protocol which could be applied to several industrial use cases. It also provides
an industrial process simulation with more than 40 controlled variables describing
a safety critical use case, a hydroelectric plant, enabling for instance red team/blue
team exercises to be conducted by industrial engineers.

5 HENDRICS currently only implements Modbus, but OpenPLC supports Modbus, DNP3,
OPC-UA with [35] and IEC61850 from [51], allowing for future enhancements.
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6 Conclusion

The number of cyberattacks on industrial control systems is increasing, particularly
due to the convergence of operational and information technologies. The development
of defense-in-depth mechanisms is therefore a priority, and requires suitable platforms
for the development of intrusion detection, attack response and recovery systems.
In this paper, we present HENDRICS, an open-source, low-cost and scalable
testbed integrating instrumentable PLCs and I-IoT gateways in a proposed simulated
hydroelectric plant environment whose use case can be changed. It stands out from
the already existing ICS platforms by its accessibility, reproducibility and fidelity to a
real industrial system, making it an interesting compromise between the cost of such a
platform and the credibility of the research and teaching that will be carried out on it.
Moreover, the platform is flexible and can be easily adapted to other industrial use cases
through its physical process simulation. The second main contribution is a large set of
reproducible attacks for this testbed, covering a wide range of scenarios. These attack
scenarios represent more than 67% of the Techniques listed in the MITRE ATT&CK
for ICS Matrix for the PLC and Data Gateway Assets, which is significantly higher
than the works available in the literature. By replicating real-world conditions, this com-
prehensive approach enables a realistic representation of the threats faced by modern
industrial systems, providing a robust foundation for researchers and engineers to de-
velop and evaluate security solutions under controlled and repeatable attack scenarios.
In future work, we plan to extend the testbed by integrating additional industrial
and wireless communication protocols to support the development of realistic attack
scenarios aligned with the MITRE ATT&CK framework. We will also implement
tools for extracting internal signals, such as system calls and hardware performance
counters, to enable the generation of high-quality datasets for intrusion detection.

Open science. We encourage the use of HENDRICS by making the source code of the
entire testbed, namely, the source code for the device (both I-IoT gateway and PLC assets),
for I-IoT and SCADA servers, for the proposed hydroelectric process simulator, and for
the 14 presented attacks, publicly available at [10] under the GPLv3 licence. Technical
documentation describing the steps involved in compiling, deploying and attacking the
testbed are also provided. However, attacks presented in this paper are intended to be
used only on this testbed for educational and research purposes as they can be dangerous
for connected devices. We therefore strongly advise anyone wishing to reproduce our work to
do so as described in this paper, namely on a closed, independent and isolated network.
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